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Qu’est ce que le ssh?

Secure Shell (SSH) est d la fois un programme informatique et un

protocole de communication sécurisé permettant entre autres de se
connecter a un ordinateur a distance. SSH est indispensable pour
ladministration de serveur sous Linux.



rootdnicolasserver:T# which ssh

Ausrsbingssh




root@nicolasserver:™® ip &
1: lo: LDDFEH|+,UF LHHEF P
link. lDDphCEl A0 AE
inet 127.6.4, scope hos
Udlld l++ anHnHr preferred_Lft forever
inete ::17178 scope host noprefixroute
wvalid_1ft THerHr preferred_lft forever
2: ensl8: <BROADCAST,MULTICAST,UP,LOWER_UF: mtu 1568 gdisc
linksether Se:63 :32:e8:13:97 brd ffoffoffoffoffoff
altname enp@s
inet 192.168.78
valid_1ft &8
inets fed@::9ce3

fo_codel s

‘24 brd 192.168.28.755 scope
» prPTPrrEd l++ nu_n___
UTT feeg:f397/64 scope link
preferred_lft forever

¢lobal dynamic

PuTTY Security Alert

PuTTY Configuration

Host Name (or IP address)
tate UP group default glen 1666 192.168.20.59
Connection bype:

Raw Telnet Rlogin

Load, save or delete a stored session
Saved Sessions

Default Settings

The server's host key is not cached. You have no guarantee that

the server is the computer you think it is.

The server's ssh-ed25519 key fingerprink is:
ssh-ed25519 255 b2:3cb3:00:c3:66:5a:f6:6 7 :de:de:2 5
IF you trusk this host, press "Accept” to add the key
cache and carry on connecting.

66:bd:41:50
0 PuTTY's

Close window on exik:
Always Mever

IF you want ko carry on connecting just once, without adding the

key to the cache, press "Connect Once”.

IF yvou do not trusk Ehis hosk, press "Cancel” to abandon the

conneckion.

Connect Once

Basic options for your PUTTY session
Specify the destination you want to connect to

Port

22

Only on clean exit

Cancel



& Maxime_Fenetrefl192,1688,20.59's passwaord: _
AT inux nicolazzerver B.1,0-17-amd&sd #1 SHMP PEEEMPT_DYMAWMIC Debian B.1,63-1 [2023-
E' ].Ll_:|1|'l (= Eog D 1722171} ._I_.I:IF' F 4

The programs included with the Debian GHUALinux system are free software:
the exact distribution terms for each program are described in the
individual files in fusr/shareddocs/*/copyright,

Iebian GHUALinux comes with ABSOLUTELY NO WAERAMTY, to the extent
permitted by applicable law,
Maxime_Fenetrelnicolazzerver:™$ []




GNU nano 7.7 fetcfsshfsshd_cnnfiﬁ

sshd_c |_|I|Jr ig(5) for r|||_|r"E! information.
This sshd was compiled with PATH=Ausr/slocalsbin:susrsbin:sh
Th' +rd+PEH used for options in the default sshd_config

cify up+1uﬂ: m1+h their default walue where
Uncommented options override the

# Ciphers and keying
#Rekeylimit default none

# Authentication:

#Lﬂ”iﬂHFHEETimH ;m

#Pubkeyfuthent ication yes

‘authorized_keys2 to be disregarded by default in future.
#AuthorizedkeusFile .ssh/authorized_keys .ssh/authorized_keysz

#AuthorizedPrincipalsFile none

Command none
nandUser nobody




PuTTY Fatal Error

Connection refused

Category:

| ogging
Terminal
Keyboard
Bell
Features
Window
Appearance
Behaviour
Translation
Selection
Colours
Fonks
Connection
Data
Proxy
Teln

Rlogin

E

[jE]
[j&]

S5H

. B

Abouk

PuTTY Configuration

Basic options for your PuTTY session
Specify the destination you want to conneckt ko

Host Mame (or IP address) Port
192.168.20.59 2022
Connection type:
Raw Telnet Rlogin 55H Serial
Load, save or delete a stored session
Saved Sessions
Del E Sekh
Default Settings Load
Save
Delete
Close window on exit:
Always MNever Only on clean exit
Open Cancel




Maxime_Fenetre@nicolasserver: ~ - .
& login as: Maxime_Fenetre
& Maxime_Fenetre@l92,168,20,59's passwor d: .
Linux nicolazszerver 6,1,0-17-amdb4 #1 SMP PEEEMPT_INYMAWMIC Debian B,1,69-1 (Z20235-
12-30) =86 B4

The programz included with the Debian GHUALinux suystem are free software:
the exact distribution terms for each program are described in the
individual tiles in Ausr/share/doc/* copyright,

Debian GHUALinux comes with ABSOLUTELY MO WAEEANTY, to the extent
permitted by applicable law,
Lazt logint Fri Feb & 1H1ﬂ5135 2024 From 192,168,20,123

Maxime_Feretrefnicol asserver:™$ []




H Authentication:

#LD”lﬂhFHEETlmH M1
FermltRootLogin ye

A5trictModes l_E

HHaxauthTries
HMaxSessions 1@

2Fubkeyauthent ics

# For this to work you will also need host keys in Jetcssshassh_known_hosts

#HosthasedAuthentication no

# Change to yes if you don't trust
# Hosthasedauthentication
#I:HHrEU:Er}HHmnHD:t: HH

# Don't read the user “s.rhosts and
#IgnoreRhosts ues

“/.sshAsknown_hosts far

“/.shosts tiles

# To disable tunneled clear text passwords, change to no here!
#FPasswordauthentication yes

FermitEmptuFasswords no_

# Change to yes to enahble LhﬂllHH
¥ some PAM modules and thre:
LdeHtEFﬂEtl.EHuthEHtiEatluH Hu

e-response passwords (beware issues with



ronté@nicolasserver: ™8 addgroup etudiant
Ajout du groupe 4 etudlant ¥ (GID 1815)...
Fait.

root@nicolasserver:™# addgroup ssh

Ajout du groupe ¥ ssh o ® (GID 18l6)...
Fait.

root@Enicolasserver: ™

usermod -a -G etudliant userl
usermod -a -G ssh userl
uzermod -a -G ssh user?
usermod -a -G etudliant user3

root@nicolasserver:
root@nicolasserver:
root@nicolasserver:
root@nicolasserver:

ey
oy
ey
oy



rootEnicolasse

Uzerl:Fass murdl
Uzerd:Passwordl
uﬁﬂﬁﬂ:PHEEmnﬁdl

F userl®192,168,20,59's : password?
Linux nicolazzerver B,1,0-17-amdEd #1 SHP PREEMPT_DYMAMIC Debian E,1,69-1 (2023-
12_3ﬂﬁ =0b b4

The programs included with the Debian GHUALinux system are free software:
the exact distribution terms for each program are deszcribed in the
individual files in Ausrdshares/docs* copyright,

Debian GHNUALinux comes with ABSOLUTELY MO WARERANTY . to the extent
permitted by applicable law,
uzerlinicol azzerver:™§




rootldnicol azserver: home# cd uzerl

rootlnicol azserver: shomesuzerl# ls

rootldnicol asserver: Ahomesuzerlé mkdir ,=ssh

mkdir: impozsible de créer le répertoire ¢ ,zsh »: Le fichier existe
rootldnicol azservertAhome/userlé mkdir AhomeduserZ/ . ssh

rootlnicol azservert homesuzerl# mkdir Shomeduseras, z=sh

rootiEnicol azservert homesuzerl# ||

rootldnicol asserver ™ # mkdir thmEf+EEhD

rootldnicol aszerver : shome# chmod Ahomesuzerls , =sh

rootldnicol asservert Ahome# chmod fhomesuzerdd  ssh

rootlEnicol azserver: home# chmod Fhomesuser s, s3h

rootinicol aszervert Shome# chmod fhomes , zsh




oo, to
Loo L5
o oo,+o +

gen -t dza -f Jhomesuzer?d , sshdid_

1zerlidnicol ass
JEEPi@ﬂill1d=

i d”L

id_dsa,pub

GoSntwBjplw rootlinicolas




rootldnicol asserver:™# cat Shomesuzerls , sshdd a3, pub
zsh—dzs AARABANzallkcaMARACEANC intagultznl fro0bpskaByYDzDFAcalYdeILkznscbFFaiJiem
3p5HGZF OB HPLROmGZ tLORUNY Yen3q90AB4Hr jK4M0zlsqGY Lul DI sz2GhM 1y TelecuF 2 TxAbkvk De
=CS51xJ8Y 1 HEP4E31 1RgUNANKLUPEIEY fubY el BHARAAFODf ype jSopsBihubs1 tyCATYUEECWARAT AP
Cw+ [1eby5Sedvl A S3NMpeBELZ R IF £ EBF 300y F aweEk Buwgg jKHRY kKT joGPe+ubE0NaDzCE Gk Mpb
MBboAeyalwBWE+CELmzY F I D+RZ2kuk k FFEUPDIPHGE FzF Wk kAGoF zgrDal 24 WED 25MFx 7 A TIGEP AW EHM
1EDHtExEEDHHHIHPHhaEH+SEt4PthHEJ:EHdFEIiUEaDUHnEmjcﬂdﬁzﬂﬂDm1HﬂEE+TF1HH?1HHEHDTt
10ACES TN f g TUMaCL vy JWoox 230 mdbe JZBY YL 4ROU L 5/ 2L Obllzako 2Rk i Vv A YEqAulOz 1k /b InkL
EHSJiHlUPHHqHDEthmdﬂUHH+g:= rootldnicol aszerwver

rag t E F ]_ (] ]_ assErYEr : . .

rootidnicolazserver:™# cat Jhomeduserls,sshdid_d=sa

SkaBY Dzl Acal ¥do L KunscE7Pai Jien3pGHGzF OB 1HPOpONGSZ tLOpUn fen
JEAM0z0=qCY Lwl DT =z2GEM 1y T Tecwf 2TxAblk vk DesC5 1 JBY 1 HEP4E21 1 RalWAnhLUP
A Ik FubYelLBHARAAFDfype,jBopaBihubsl tyCATYULECwARAT ApCwe+ I 1ehySwylwl £ 83N
MpcBELZhJFfRbF 30y 7F owebkBugg jkHpYkET T jebP Se+uakiNalsLEI30kMpbutBEoZeya
1wBWE+CEGMzYAF I/ T+R 2Kk k FPBOPTLPHGE £ zf Wk KXGoF zgrDal B4YED/ ZSHP 7 A DGEP L
2M1gD9tEx2 /IAARAIApEbaBN+53tdpult NETESYd4F « I ivhalvkncmIocod K00

1AM 1HASNOT+ 10XCERTMSNI7 g TUMaCLus Tlomse 290 mdfic JZb YL 4hoL

K P 7YBqIul0z 1k /bInkLsKS T iNLur RHqI0ZEbaNAGUAN+gARAT BRY: YS257HGR Y Beknk
A059H2 JosEk Uz 72wl 70bsM] qTaVkgkM T kUSzCUYH] EFLOZD0ygSr0MPyY 1Y sPrghk FLSxs
ZH3ICETpaHGHER 15+ YAruG | 1 1SG1101dOHUHINFNBS003dkHOCE T 3 TPFOSpShukHer Y2
cGr iHTEPUDTRGLIVODr JUZUPCCEN4dOCT i 9F 32 PO T i NOKGhI495R 1 jS0WN.TH9 cz5m
F+bAodLwC jBY 15Uk i muewll 751 50ByHPTD D50z 241 She NS4 Y C T EkEoZ Lok GHEDHeR YAz
QuBdUZn++HAG0S0HER unSur Bat, jbY 204 5HFFN7yY Y aBppRIOLN+IzRCL TaRZMGK im2H 2P

D091 ThyyaY0Te?Rs 7Pd3hw IggDolvkprRali3865Cr I GzylxULlnHEs 1 Fphitj Beek 310dzg
Rk Y k4R T9pk 115k b/ GFY 32X tyF 9/0A jul Did9dkultnpZZ LY DL 92K zChGrzX0EF di
' B851C

EEEEhLfHatEEHEthFHHHHE?EHHHUEaHEH Aikhbix 2 WESw Y NNE +eGEDP MY pmllAoll+
ACy+tmlllzchald
————— ENDI OPENSSH PRIMATE REY

~a0 t I-I:I i 1 CO ]_ asseryer : o # D




it bu

id_dza,pub”

f- cmrﬁerJE chnEEflru4ll1 0 JYoyes

INFO; attempting to log in m1th the new ke , to filter out any that are already installed
INFO: 1 keyls) remain to be installed —— if you are prompted now it is to install the new keys
assyord:

umber of lHH' 1 added: 1

low try logging into the machine, with: zzh rDDfElq:+lt +J“+EH'"

gsh-copy-id -i thmPfHTPr:f
IMFO: So F

IMFO: atten

I”FI'I *

'rootl92, 168, 20,59

root@nicolasserv T - 0 168.

root@lS2.168.

Linux nlcﬂlasserv E.l.D—l”—amdh& #1 SMP PEEEHPT DYNAMIC Debian &6.1.69-1 (2023-
12-30) ﬁuh o4

The programs included with the Debian GNU/Linux m are free software:
the exact distribution terms for each program are cribed in the
individual files in /fusr/share/doc/*/copyright.

Debian GHNU/Linux comes with ABSOLUTELY NO WARRANTY,
permitted by applicable law.
Last login: Wed Feb 7 15:37:23 2024 from 152.168.60.75




GNU nano 7.2 Jjetc/ssh/=ss8hd config




root@nicolassers

user2@lsz.168. 2i

Linux nicolasse .1.0-17-amd&4 #1 SMF FPEEEMPT DYNAMIC Debian &.1.65-1 (2023-
12-30) x86 &4

The programs included with the Debian GHNU/Linux 3=
the exact distribution terms for sach program are de
individual files in /usr/share/doc/*/copyright.

GNU/Linux comes with ABSOLUTELY HO WARRANTY,
ted by applicable law.
fnicolasserver:~=5S I

ser2/.ssh/know

3] stablished.
fingerprint is - : : . - KekGE ViteoVLEDhrced
is not known by any

Are you sure you want to cnnfinu: connecting (ves/no/[fingerprint])? yes
Failed to add the host to the list of known hosts (/home/user2/.ssh/known hosts).
user3@192.168.20.59's password: B
Permission den 1Ej, please try again.
user3@lez.168.20.59"'s password: I




Voici votre ssh configuré!



