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== Datacenter

b proxmox3
. . Q Search
103 (windows10-damien) Name Type Active Autostart | VLAM a... | Poris/Slaves = Bond Mode CIDR Gateway Comment
[} 104 (ZabbixMaxime) & Summary
i 105 (wserver-damien) [J MNotes
107 (pfsense-damien)

Create Revert Edit Remove Apply Configuration

enol Metwark Device Yes Mo Mo
enod Metwark Device Mio Mo Mo
enod Metwork Device Mo Mo Mo

m 108 (TEST-OMV-MAX) & System enod Metwork Device Mo Mo Mo

(i 201 (wserver-nicolas) = Network ensifQ Network Device Mo No No
(el 202 (Pfsense) # Ceriificates ens1fi Metwork Device Mo Mo Mo
m 203 (w10-nicolas) @ DNS vmbr Linux Bridge Mo 192.168.20.203/24 192.168.20.254
(el 204 (Apache) vmbr1 Linux Bridge No

. @ Hosts
i 205 (openmediavault) vmbr? Linux Bridge Mo

AVANT INSTALLATION



Virtual Machine 202 (Pfsense) on node 'proxmox3’

& Summary
s Console
[ Hardware
& Cloud-Init
3 Options
Task History
a Monitor
Backup
+3 Replication
=y Snapshots
P Firewall

Add - Remove Edit

T oDEm:Saw®Ed

Memory

Processors

BIOS

Display

Machine

SCSI| Controller
CD/DVD Drive (ide2)
Hard Disk (scsi0)
Metwork Device (net0)
Metwork Device (netl)

Metwork Device (net2)

nicolas #

Disk Action Rewvert

1.00 GIiB

1 (1 sockets, 1 cores) [xB86-64-v2-AES]
Default {SeaBIOS)

Default

Default {i440fx)

WirtlO SCSI single

localiiso/pfSense-CE-2.7.2-RELEASE-amd&4.iso,media=cdrom,size=854172K

VM vm-202-disk-0.iothread=1,size=20G
virtio=BC:24:11:91:9C:E8 bridge=vmbr( firewall=1
virtio=BC:24:11:50:CF:E4 bridge=vmbr1 firewall=1
virtio=BC:24:11:36:35:46,bridge=vmbr2.firewall=1

Add: Network Device

Bridge: vmbr0
WLAN Tag: no VLAN

Firewall: kA

Disconnect: []

MTU: 1500 {1 = bridge MTU)

Model:
MAC address:

Rate limit (MB/s):

Multiqueue:

VirtlQ (paravirtualized)

auto

unlimited

Advanced [

Metwark Device (net() virio=BG:24:11:91:9C.E9 brndge=vmbr( firewall=1

Metwork Device (net1) virtio=BC:24:11:50:CF:E4 .bridge=vmbr1 firewall=1

Metwork Device (net2) virtio=BC:24:11:36:35:46,bridge=vmbrZ firewall=1




Should YLANs be set up now [yInl? n Démarrez ensuite votre VM afin de procéder a l'installation.

If the names of the interfaces are not known, auto-detection can
be used instead. To use auto-detection, please disconnect all
interfaces before pressing 'a’ to begin the process. (Local Database)

nter the HAH interface name or 'a’ for auto-detection

Une fois celle-ci terminée, associez la bonne interface
réseau au bon réseau.

(vtnetd vtnetl vtnet? or a): vtnetA reeBD/amdb4d (pfSense.nicolasdebut.com) (ttyvH)
VM Guest - Hetgate Device ID: 5f11/7e33bf8/bcffcbie

nter the LAH interface name or 'a’ for auto-detection

. * Helcome to pfiense 2.7.2-RELERSE (amd64) on pfiense ===

OTE: this enables full Firewalling/HAT mode. HAH (wan) -> vtnet® -> v4/DHCP4: 192.168.208.161/24

. . T ] LAH (lan) -» vinetl -> ve:
(vtnetl vtnet? a or nothing if finished): vinetl DMZ Coptl) _y vinet? _3 w4

Jptional interface 1 description found: DHZ B) Logout (S5H only)

nter the Optional 1 interface name or 'a’ for auto-detection 1) Assign Interfaces
(vtnet? a or nothing if finished): vitnet? 2) wet Interface(s) IP address
. J) Reset webConfigurator password

4) Reset to factory defaults
5) Reboot system
6) Halt system
he interfaces will be assigned as follouws: 7) Ping host
8) Shell

AHH -» vinetHd
AHH -» wvinetl
IPT1 -> vtnet?

nter an option:

Do you want to proceed [yInl? y

192.
192.

9)
14)
11)
12)
13)
14)
15)
16)

168.1.1/24
166.18.1/24

pfTop

Filter Logs

Restart webConfigurato
PHP shell + pfSense to
Update from console
Enable Secure 5Shell (s
Restore recent configu
Restart PHP-FPH



4 im} Bl pfSense - Login X —+ = (]

~ Une fois cela fait, créeez une VM en veillant
a la connecter a l'interface réseau de votre
LAN.

Accédez ensuite a votre pfSense en entrant
I'IP de votre LAN dans votre navigateur.
Identifiant par défaut : admin
Mot de passe par défaut : pfsense

< O @ Monsécurisé | bips//192.168.1.1/index.php asn AN h = ® %%

o gsense

Login to pfSense

SIGN IN

N'oubliez pas de vérifier votre
configuration.
"' Ne pas oublier de désactiver I'option en
bas de la page 4/9 pour permettre d'utiliser
un réseau privé comme WAN si nécessaire.

RFC1918 Metworks

Block RFC1918

Private Metworks

M Block private networks from entering via WAN
I T | I.I i . I. s LI s L i, o I L in |:| T e | o e T I"” " 'I.“”—I."' Pl = i
i TRETE ZEL, LINlE Ll DRSS LTd N THXT IF alungsses Widl die rezarved [Of privale NeWores as pPel
172.16/12, 192,168/168) as well as loopback addresses

WAN network lies in such a private address space, too

RFC 1918 (10/8,

(127/8). This option should generally be left turned on, unless the




D m pfiense.nicolasdebutcom - State X —I—

C © Nonsécurisé | Bps//192.168.1.1

lisense

COMMUNITY EDITION

Status / Dashboard

System Information OO Netgate Services And Support (— X x

Name pfSense.nicolasdebut.com
Contract type  Community Support

User admin@192.168.1.100 (Local Database) Community Support Only

KVM Guest

R NETGATE AND pfSense COMMUNITY SUPPORT RESOURCES

2.7.2-RELEASE (amd64)
built on Wed Dec 6 21:10:00 CET 2023

FreeBSD 14.0-CURRENT If you purchased your pfSense gateway firewall appliance from Netgate and elected

Community Support at the point of sale or installed pfSense on your own

The system is on the latest version hardware, you have access to various community support resources. This includes

Version information updated at Wed Sep 25 8:12:36 CEST 2024 the NETGATE RESOURCE LIBRARY.

~
L You also may upgrade to a Netgate Global Technical Assistance Center (TAC)

. T : | )
QEMU Virtual CPU version 2.5+ buppcfrt subs&np_tn_-n_. We're aMays onl Qur tean_i is staffed 24:-:?)(3_65 ang _
AES-NI CPU Crypto: Yes (inactive) committed to delivering enterprise-class, worldwide support at a price point that is
QAT Crypto: No more than competitive when compared to others in our space.

Hardware crypto Inactive » Upgrade Your Support » Community Support Resources

« Metgate Global Support FAQ « Official pfSense Training by Netgate
Kernel PTI Enabled elgate Llo PP p e g by Netgate

» MNetgate Professional Services  » Visit Netgate.com
MDS Mitigation Inactive

~\Wind
Uptime 00 Hour 47 Minutes 47 Seconds )

II:|I g = .I—|_- E :M:- OE -r_ 1 -'-5 .-. - z - -1|‘||. — 1|.|l|.|r- E |::|
ITyou decide 1o purchase a Nelgate GBSl TAG SUbRo elbecpBoN yag ver Win
MUST have your Netgate Device ID (NDI) from your firewall in order to

Current date/time  Wed Sep 25 8:59:01 CEST 2024




150 DHCP has reached end-of-like and will be remosed ina lulure wersion of plSense. Visil System = Advanced > Nelworking Lo switch DHCP backend.

System / Advanced / Networking

Admin Access Firewall & NAT MNetworking Miscellaneous System Tunables MNotifications

DHCP Options

Server Backend @ Kez DHCP () 1SC DHCP (Deprecated) (] lgnore Deprecation Warning

|SC DHCP has reached end-of-life and will be removed from a future version of pfSense. Kea DHCP is the newer, modern DHCP distribu
that includes the most-requested features.




Firewall / Rules/ Edit

Edit Firewall Rule

Action Pass LY

Choose what to do with packets that match the criteria specified below.
Hint: the difference between block and reject is that with reject, a packet (TCP RST or ICMP port unreachable for UDP) is returned to the sender,
whereas with block the packet is dropped silently. In either case, the original packet is discarded.

] Disable this rule

Set this option to disable this rule without removing it from the list.

Interface LAN v

Choose the interface from which packets must come to match this rule,

Address Family IPvd

Select the Internet Protocol version this rule applies to.

Protocol Any

Cheose which Ilﬁirotocol this rule should match.

Source

LAN subnets Source Add‘EE%'.I rer Windaow

AWl =V Foatie i T LV Bn T a1

[ Invert match

Destination

Destination ) Invert match Destination Address

Extra Options

The firewall rule configuration has been changed. +” Apply Changes | [T Log packets that are handled by this rule
The changes must be applied for them to take effect. Hint: the firewall has limited local log space. Don't turn on logging for everything. If doing a lot of logging, consider using a remote syslog server (see

the Status:; System Logs: Settings page).

A description may be entered here for administrative reference. A maximum of 52 characters will be used in the ruleset and displayed in the firewall
log.

o

Rule Information

Tracking ID 172664879
Created 9/18/24 10:39:51 by admin@192.168.1.100 (Local Database)

Updated  9/18/24 10:39:51 by admin@192 168.1.100 (Local Database)




Firewall / Rules/ Edit

Edit Firewall Rule

Action Pass W

Choose what to do with packets that match the criteria specified below.
Hint: the difference between block and reject is that with reject, a packet (TCP RST or ICMP port unreachable for UDP) is returned to the sender,
whereas with block the packet is dropped silently. In either case, the original packet is discarded.

7] Disable this rule
Set this option to disable this rule without removing it from the list.

Interface DMZ v

Choose the interface from which packets must come to match this rule.

Address Family 1Pva

Select the Internet Protocol version this rule applies to.

Protocol Any

Choose which IP protocal this rule should match.

Source (] Invert match DMZ subnets

Destination

Destination ) Invert match Destination Address

Extra Options

[ Log packets that are handled by this rule

Hint: the firewall has limited local log space. Don't turn on logging for everything. If doing a lot of logging, consider using a remote syslog server (see
the Status: System Logs: Settings page).

A description may be entered here for administrative reference. A maximum of 52 characters will be used in the ruleset and displayed in the firewall
log.

Rule Information
Tracking ID 1726650335
Created 9/18/24 11:05:35 by admin@192.168.1.100 (Local Database)

Updated 9/18/24 11:05:35 by admin@192.168.1.100 (Local Database)




Firewall / NAT / Port Forward / Edit (2]

Edit Redirect Entry

Disabled O Disable this rule

No RDR (NOT) ) Disable redirection for traffic matching this rule

This optien is rarely needed. Don't use this without thorough knowledge of the implications.

Interface WAN w

Choose which interface this rule applies to. In most cases "WAN" is specified.

IPv4

Select the Internet Protocol version this rule applies to.

TCP v

Choose which protocol this rule should match. In most cases "TCP" is specified.

Bl > - -

Destination [ Invert match, WAN address _ R ———— HTTP HTTP
Type Address/mask

From port Custom To port Custom

A i _.I.!,'..__ by 5 N .
Destination port range HTTP HTTP Activer Wiinc Specify the port or port range for the destination of the packet for this mapping. The 'to field may be left empty if only mapping a single port.

From port Custom To port Custom
Redirect target IP Address or Alias ~ 192.168.10.31

Type Address

Snecifu the nnrt ar nart ranne far the deatinatinn of the nacket far this mannina The 'ta fisld mav he laft emnty if anlv mannina a sinale nact

Enter the internal IP address of the server on which to map the ports. e.g.: 192.168.1.12 for IPv4

In case of |IPv6 addresses, in must be from the same "scope”,

i.e. it is not possible to redirect from link-local addresses scope (fe80:*) to local scope (1)
HTTP ~

Port Custom

Specify the port on the machine with the IP address entered above. In case of a port range, specify the beginning port of the range (the end port will be
calculated automatically).
This is usually identical to the "From port" above.

A description may be entered here for administrative reference (not parsed).

No XMLRPC Sync ] Do not autur@cally sync to other CARP members

This prevents the rule on Master from automatically syncing to other CARP members. This does NOT prevent the rule from being overwritten on Slave.

NAT reflection Use system default

Filter rule association Rule NAT

View the filter rule o o
Activer Windows

Rule Information 0

Men el N10TA 11ETT b adasia®INT 1E0 1 100 /1 anal Databkasat



Firewall / NAT / Qutbound / Edit 2]

Edit Advanced Outbound NAT Entry

Disabled O Disable this rule

Do not NAT [} Enabling this option will disable NAT for traffic matching this rule and stop precessing Outbound NAT rules

In most cases this option is not required.

Interface DMZ v

The interface on which traffic is matched as it exits the firewall. In most cases this is "WAN" or another externally-connected interface.

Address Family IPvad

Select the Internet Protocol version this rule applies to.
Protocol Any v
Choose which protocol this rIrIe should match. In most cases "any” is specified.

DMZ subnets /| 24
Type Source network for the outbound NAT mapping. Port or Range

WAN subnets / I 24
Type Destination network for the outbound NAT mapping. Port or Range

) Not
Invert the sense of the destination match.

Translation

Address WAN address
Type

Connections matching this rule will be mapped to the specified address. If specifying a custom network or alias, it must be routed to the firewall.

Port or Range [ Static Port
Enter the external source Port or Range used for remapping the original
source port on connections matching the rule.

Port ranges are a low port and high port number separated by "".
Leave blank when Statie Port is checked.

Misc

No XMLRPC Sync O

Prevents the rule on Master from automatically syncing to other CARP members. This does NOT prevent the rule from being overwritten on Slave.

A description may be entered here for administrative reference (not parsed).

Rule Information
Created 9/18/24 10:57:55 by admin(@192.168.1.100 (Local Database)

Updated 9/18/24 10:57:55 by admin(@®192.168.1.100 (Local Database)

OUT-SCtiver-win

R Save
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System / Package Manager/ Available Packages

Installed Packages Available Packages

Search term ntop Both

Enter a search string or *nix regular expression to search package names and descriptions.

Name Version Description

ntopng 0.8.13_10

ntopng (replaces ntop) is a network probe that shows network usage in a way similar to what top does for processes. In interactive mode, it + Install
displays the network status on the user's terminal. In Web modle it acts as a Web server, creating an HTML dump of the network status. It sports a

NetFlow/sFlow emitter/collector, an HTTP-based client interface for creating ntop-centric monitoring applications, and RRD for persistently storing
traffic statistics.

Package Dependencies:

@ webfonts0.30_14 @ ntopng-5.6.d20230920,1 @ libmaxminddb-1.7.1_.1 & graphviz81.0.1 & redis7.21 & gdbm-1.23




System / Package Manager/ Package Installer

Installed Packages Available Packages Package Installer

Confirmation Required to install package pfSense-pkg-ntopng.

Please wait while the installation of pfSense-pkg-ntopng completes.

This may take several minutes. Do not leave or refresh the page!

Installed Packages Available Packages Package Installer

Package Installation

openpgm: 5.2.122 6 [pfSense]
pfiense-pkg-ntopng: 8.8.13 18 [pfSense]
png: 1.6.48 [pfSense]

psutils: 1.17_5 [pfSense]

redis: 7.2.1 [pfSense]

tiff: 4.4.8_2 [pfsSense]

uchardet: 8.8.8 [pfSense]

webfonts: 8.38_14 [pfSense]

webp: 1.3.2 [pfSense]

lumber of packages to be installed: 38
he process will require 212 MiB more space.

26 MiB to be downloaded.
1/387 Fetching ntopng-5.6.d26236928,1.pke:




Diagnostics -

ARP Table
Authentication
Backup & Restore
Command Prompt
DNS Lookup

Edit File

Factory Defaults
Halt System
Limiter Info

NDP Table
ntopng

ntopng Settings
Packet Capture

pfinfo

pfTop

Ping

Reboot

Routes
S5.M.AR.T. Status
Sockets

States

L bl R ] = L T e e e LT L I LT

ntopng Settings Access ntopng

General Options

Enable ntopng

Keep Data/Settings

ntopng Admin Password

Confirm ntopng Admin
Password

Interface

DNS Mode

Disable Alerts

Local Networks

Mode

Check this to enable ntopng.

Keep ntopng settings, graphs and traffic data.
Mote: If disabled, all settings and data will be wiped on package uninstall

Enter the password for the ntopng GUI. Minimum 5 characters.

' Decode DNS responses and resolve local numeric IPs only (default) |

Configures how name resolution is handled.

Alerts can now be disabled via the ntopng GUI.

' Consider all RFC1918 networks local v |

Configures how Local Networks are defined. Default: Consider all RFC1918



:‘I im] N Welcome to ntopng

< O © Non sécurisé | https://192.168.1.1:3000/lua/login luatreferer=192,168.1.1%3A3000%2F

Welcome to ntopng

Username (default admin)

Password (default admin)

@ Unable to login? &

User's Guides | Community | Support | FAQ | Code | Contact Us

© 1998-23 - ntop
ntopng is released under GPLv3.

Fiy

W @ Dashboard | Talkers Hosts Ports  Applications

£ Taper ici pour rechercher

Top Flow Talkers

Q.  Search

192.168.1.100 - pfsense.nicolasdebut.com
[sent: 3.7 KB, rovd: 7.9 KB)
Double click to show more information about the flows between this two host,




B PROPRIETES —
. Pour WIN-22JMUDSUHOI Propriétés systéme

Mom de | ordinateur Materiel

- -89
Mom de l'ordinateur WIN-82)MUD o cires systéme avance Ukilisation 3 distance

Groupe de travail WORKGROUP
Assistance & distance

[+] Autoriser les connexions d'assistance & distance vers cet ordinateur

Pare-feu Windows Defender Privé : Actif Que se passel lorsgue j'active | Assistance &
Gestion a distance Diésactivé distance ?

Bureau a distance Dézactive

Association de cartes réseau Dézactivé

Ethernet = Bureau a distance
Choisissez une option, puis spécifiez qui peut se connecter.

) _ o () Ne pas autoriser les connexions & distance & cet ordinateur
Version du systéme d'exploitation

Informations sur le matériel BOCHS_ BXPC (@) Autoriser les connexions & distance & cet ordinateur

[+] N'autoriser que la connexion des ordinateurs exécutant le Bureau
a distance avec authertification NLA (recommandé)

Comment choisir ¥ Sélectionnez des utilisateurs. .
EVENEMENTS

Tous les événements | 13 au total




e

fm  Accueil

Rechercher un paramétre

Alimentation et mise en veille

Stockage

Mode tablette

Multitdche

Bureau a distance

Informations systéme

Bureau a distance

Bureau a distance

Le Bureau a distance vous permet de vous connecter a ce PC et de le
contréler 3 partir d'un appareil a distance a I'aide d'un client Bureau
a distance (disponible pour Windows, Android, 105 et macO5). Vous
pourrez travailler 3 partir d'un autre appareil comme si vous
travailliez directement sur ce PC.

Activer le Bureau 3 distance
@D Active

@ Garder mon PC prét pour la connexion

: . Afficher les paramétres
quand il est branché

Afficher les paramétres

con n-:a:-:.n:|r|}:ut-. ymatique a partir d'un
périphérigue distant

Paramétres avancés

“— Paramétres

@ Parametres avancés

prise en charge

Faire en sorte que les ordinateurs utilisent I'authentification au
niveau du réseau pour se connecter ([recommandé)

Pourguoi autoriser les connexions uniquement avec authentification au
niveau du réseau 7

Connexions externes

Découvrir comment autoriser les connexion a distance depuis l'extérieur
de votre réseau local

Port du Bureau a distance

Port actuel du Bureau 3 distance 3389

Découvrir comment modifier le port d'écoute pour le Bureau a distance




No RDR (NOT) ] Disable redirection for traffic matching this rule

by

Interface WAN v

This option is rarely needed. Don't use this without thorough knowledge of the implications.

Choose which interface this rule applies to. In most cases "WAN" is specified.

Address Family 1Pvd

Select the Internet Protocaol version this rule applies to.

TCP v

Choose which protocol this rule should match. In most cases "TCP" is specified.

¢ Display Advanced

Destination [ Invert match. WAN address
Type Address/mask

Destination port range Other 500 Other [ s00

From port Customn To port Custom

Specify the port or port range for the destination of the packet for this mapping. The 'to’ field may be left empty if only mapping a single port.

Address or Alias w 192.168.10.2
Type Address

Redirect target IP

Enter the internal IP address of the server on which to map the ports. e.g.: 192.168.1.12 for IPv4
In case of IPv6 addresses, in must be from the same "scope’, i.e. itis not possible to redirect from link-local addresses scope (feB0:*) to local scope (::1)

i.e. it is not possible to redirect from link-local addresses scope (fe80:*) to local scope (::1)
MS RDP ~

Redirect target port E S Port Custom

Specify the port on the machine with the IP address entered above. In case of a port range, specify the beginning port of the range (the end port will be
calculated automatically).
This is usually identical to the "From port" above.

accés RDP serveur srv-nicolas

A description may be entered here for administrative reference (not parzed).

No XMLRPC Sync ) Do not automatically sync to other CARP members
This prevents the rule ort;wlaster from automatically syncing to other CARP members. This does NOT prevent the rule from being overwritten on Slave.

NAT reflection Use system default

Filter rule association Rule NAT accés RDP serveur srv-nicolas

View the filter rule

Rule Information

Created 9/25/24 10:51:13 by admin@192.168.1.100 (Local Database)

Updated  9/25/24 10:51:13 by admin@192.168.1.100 (Local Database)




Firewall / NAT / Port Forward

The changes have been applied successfully. The firewall rules are now reloading in the background.
Monitor the filter reload progress.

N

Port Forward 11 Qutbound

Interface Protocol Source Address Source Ports Dest Address Dest. Ports NATIP

NAT Ports Description Actions

WAN TCP * * WAN address 3389 (MSRDP) 192.168.10.2 3389 (MS RDP) accés RDP serveur srv-nicolas & (LI

v
v

WAN TCP

WAN address 80 (HTTP) 192.168.10.31 80 (HTTP) L O0m



Visionneur de bureaux distants
Se connecker
Distant Affichage Signets Aide
,.ql Seonnecier =& | | o Choisissez un bureau distant auquel se connecter

Protocole: RDP ¥ | Accéder  des bureaux distants MS Windows Visionneur de bureaux distants

Hote : 192.168.20.161:500 hd | | Rechercher . - -
Q Une authentification RDP est requise

Options de connexion Hbkte : 192.168.20.161

Plein écran
Nom d'utilisateur : ‘ Administrateur

Options RDP
Mise 3 ['échelle Mot de passe:
Mom d'utilisateur : | Administrateur Domaine :

Domaine :
Se spuvenir de l'inFormation d'identification
Largeur:

‘ € Annuler | = S'authentifier

Haukeur :

|| =4 Se connecter |




192.168.20.161::500 - Visionneur de bureaux distants

| Distant Affichage Signets Aide

G| Se connecter '!:|] =D | E3)

&« Paramétres

@ Parametres avancés

prise en charge

' Faire en sorte que les ordinateurs utilisent 'authentification au
niveau du réseau pour se connecter (recommancdé)

Pourquoi autoriser les connexions uniquement avec authentification au
niveau du réseau ?

Connexions externes

Découvrir comment autoriser les connexion a distance depuis l'extérieur
de votre réseau local




