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Ransomware groups have shifted away from mass compromise events from
vulnerability exploits towards “reliable and repeatable” methods to gain access to
victim networks, according to Travelers' latest Cyber Threat Report.

These tactics include targeting weak credentials on VPN and gateway accounts that
are not protected by multifactor authentication (MFA).

The researchers noted that this activity began to take hold in the second half of 2023,
and spread widely among ransomware operators and initial access brokers (IAB)
throughout 2024.

The report highlighted a ransomware training playbook written by an IAB that was
leaked in the Summer of 2023 that emphasized this shift.

The manual advised that instead of focusing on discovering the next zero-day
vulnerability, ransomware actors should deploy tools to look for default usernames
like “admin” or “test” and to try combinations of common passwords in order to
uncover weak credentials to target.

There was not a single vulnerability that led to mass ransomware exploits in 2024.

This is a marked difference from 2023, where a significant portion of the ransomware
leak site activity was attributed to exploits in common software products, such as the
MOVEIit and GoAnywhere file transfer software.

Several ransomware groups pounced on such vulnerabilities to exploit as many
victims as possible in a short period of time.

Jason Rebholz, Vice President and Cyber Risk Officer at insurance firm Travelers,
commented: “Based on our observations, it's clear that basic attack technigues are
still highly effective for ransomware groups.”

He added: “These groups have been on the offensive, proactively hunting for targets
and having significant success. It's vital that businesses implement proven security
controls, such as MFA, to make it far more challenging for malicious actors to carry
out an attack on their organization.”

Ransomware Activity Hits Quarterly
Record

The report found that ransomware activity reached record levels in Q4 2024, with
1663 new victims posted on leak sites.

This represents a 32% increase compared to Q3 2024, with Q4 representing the
highest level of ransomware activity recorded in any single quarter by the insurer,
eclipsing Q3 2023.

November saw the highest number of ransomware leak site victims of the quarter, at
629. This was followed by a relative decline to 516 in December.

The researchers said this pattern aligns with historical trends of increased activity in
the early holiday season, followed by a later decrease going into the new year.

Read now: Ransomware Attacks Surge to Record High in December 2024

Throughout 2024, there were 5243 ransomware victims posted on leak sites, a 15%
increase from the 4548 incidents recorded in 2023.
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The report also recorded a 67% increase in new ransomware groups formed in 2024
compared to 2023, with 55 new groups observed last year.

This indicates a rapid proliferation of smaller more agile actors in the ransomware
ecosystem following the disruption of leading ransomware-as-a-service (Raas)
operators such as LockBit and Clop by law enforcement.

RansomHub accounted for the highest number of attacks in Q4 2024 at 238, making
up 14% of the total.

This was followed by Akira and Play, making up 133 and 95 attacks, respectively.
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